Windows XP SP2 and the
Windows Firewall

* Firewall on by default
* Operates on all interfaces
e Screens inbound traffic

 Does not screen outbound traffic
— Minor exception is some ICMP message types

Net result is that by default almost all unsolicited
attempts to connect to the workstation are blocked,
but any program running on the system (including
trojans) can connect outwards!



Exceptions

* Allow to system to accept connections, either
defining them by

— Ports
or

— Programs

« All exceptions have a SCOPE



Why Exceptions?

File or print sharing
Network management traffic
Peer to peer collaboration

Remote connection to workstations

— Terminal services
—VNC
— Custom scripts



Configuring the Firewall

 Firewall Control Panel

— Local machine
— Use to define machine specific settings
— Allows setting for individual interfaces

» Group Policy
— Preferable in large networks
e Scripts

— Very versatile
— New netsh firewall commands



The Firewall Control panel

% Windows Firewall

General | Exceptions | Advanced

Wwindowes Firewall helps protect your computer by preventing unauthaorized users
from gaining access bo your computer through the Intermet or a netwark.

@ {(*)!0n [recommended]}

Thiz zetting blocks all outside sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

[[]Don't allow exceptions

Select thiz when you connect to public networks in less secure
locations, such az airportz. ou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Off [not recommended]

Awoid uzing this setting. Turning off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

Windows Firewall iz using your domain zettings.

what elze should | know about ‘Windows Firewall?

k. I [ Cancel




The Exceptions Tab

% Windows Firewall

Gemeral | Ewceptions | Advanced

Windows Firewall iz blocking incoming network. connections, except far the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security rigk.

Programs and Services:

M arne

[ File and Printer Sharing
Remate Azsistance

W R emote Deskiop
O UPAP Framewark

[ AddProgiam.. | | addPot. ||  Edi.

Dizplay a natification when Windows Firewall blocks a program

“what are the risks of allowing exceptions?

k. I [ Cancel

Pre-SP2 installed programmes may change this view.



The Add Programmes Option

Add a Program rg|

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse ta zearch for ane that iz not lizted.

Programs:

o Command Shell

ﬂ Create Rezcue Diskettes
E D&l ResourceCh

% Download Driver

w, Drivebd apper

E Eudora

¥ FreeCell
:, Heartz

Gjl HotSvnc Manager
A Inztall Tool

&g Intemet Backgammon "

Path: | C:AWINDOWSASYSTEM3Z\emd. eve | Browse. |

Change scope... ] H Carcel l




The Add Port Option

Add a Port

Uze theze settingz to open a port through wWindows Firewall. To find the port
number and protocol. consult the documentation for the program or service pou
want to uze.

MName:

Fort number:

) TCP O UDP

wwhat are the rizks of opening a port’™?

Change zcope. .. | Cancel




Editing Existing Exceptions

Edit a Service F§|

Y'ou can individually configure the portfz] that are associated with thiz
service. [oopen a port, select the check bos nest bo k.

M ame Scope
BMITCP 139 o bustom
TCP 445 Custorm
LDP 137 Custorm
LIDP 138 Custorm

0] | | Cancel




Scope

Change S5cope [z

To specify the zet af computers for which thiz port or program is unblocked, click an
ophion below.

To specify a custom list, tppe a list of IP addreszes, subnetz, or bath, zeparated by
COMMas.

() Any computer [including those on the Intemet]

() My network, [subnet) anly

128.250.0.0/255.255.0.0

Example: 192.168.114.201,192.168.114.201 /255.255.255.0

ak. | | Cancel




The Advanced Tab

% Windows Firewall

General | Exceptions | Advanced

Metwork, Connection 5 ettingz

“Windows Firewall iz enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Settings:

Local Area Connection

Settings...

Security Logging

Y'ou can create a log file for troubleshooting purpozes. Seftings. .

ICHP

“With Internet Contral Meszage Pratocal [ICHP], the
computers an a network. can share enor and statuz
information,

Settings...

Drefault Settingz

To restore all Windows Firewall zettings to a default state,
click Restore Defaults,

Restore Defaults

o
e

H Canicel ]




Using Group Policy

‘il Group Policy

File  Action  Wiew Help

¢+ nEE 2

+-[_] Software Settings
+-[_1] Windows Settings
=11 Administrative Templates
+ [:l Windows Components
- D System
[C User Profiles
D Scripts
I:l Lagon
(27 Disk Quatas
+ [:l Met Logon
(23 Group Policy
[:l Remoke Assiskance
[:l Syskem Restore
+ [:l Error Reporting
(2 Windows File Protection
(L3 remote Procedure Call
[C1 Windows Time Setvice

¥
+ D Inkernet Communication Managemenk
¥

(2] Distributed CoM
=17 Metwark

+-[_] Microsoft Peer-to-Peer Networking Services

(23 DNS Client
[ Offline Files

-1+ Metwark Connections
=1 Windows Firewall

a Dornain Py

([ standard Profile

#1771 Ains Parket Srhedular

Setting

State

@ Windows Firewall

\ Extended #, Standard /

@ Windows Firevsall:
ﬁ Windows Firevall:
ﬁ Windows Firevall:
ﬁ Windows Fireveall:
@ Windows Firevall:
@ windows Firewall:
@ Windows Firewall:
: Allow Remoke Deskiop exception
@ Windows Firevsall:
ﬁ Windows Firevall:
ﬁ Windows Fireveall:
ﬁ Windows Fireveall:
@ windows Firewall:
@ Windows Firewall:

Protect all network connections

Do nok allow exceptions

Define program exceptions

Allow local program exceptions

Allow remote administration exception
Allow File and prinker sharing exception
Allow ICMP excepkions

Allow UPAP Frameswark excepkion

Prohibit notifications

Allow logging

Prohibit unicast response to multicast or broadc, .,
Define part exceptions

Allow local port exceptions

Mok configured
Mok configured
Mok configured
Mak configured
Mak configured
Mak configured
Mot configured
Mok configured
Mok configured
Mok configured
Mak configured
Mak configured
Mak configured
Mot configured

Note the 2 profiles — domain and standard




The Parameters

@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
ﬁ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:
@ Windows Firewall:

Protect all network connections

Do niak allow exceptions

Define program exceptions

Allow local program exceptions

Allow remoke adminiskrakion excepkion
Allow File and prinkter sharing exception
Al ICMP excepkions

Allow Femaote Deskbop excepkion
Allow UPRP Framewaork, excepkion
Prohibit notifications

Allow logging

Prohibit unicast response ko mulkicast or broade, .,

Define port exceptions
Allow local port exceptions

Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured



Define Programme Exceptions

Windows Firewall: Define program exceptions Proper... @E|

Setting | Explain

=0 windows Firewall: Define program exceptions

() Mot Configured

(") Dizabled

Define program exceptions: [ Shiaw...

Specify the program to allow or block.
Syntan:
¢Paths:<Scoper:<Statuzs: <M ame>
<Pathz iz the program path and file name
<Scoper iz either """ [for all networl:z) or
a comma-zeparated lizt that containg
any number or combination of theze:

IP addreszes, such az 10.0.0.1

Supported or; At least Microzoft Windows =P Profeszional with SP2

Previouz Setting ] [ Hext Setting ]

Show Contents g|
Define program exceptions:
Add...

Subnet descriptions, such as 10.2.3.0/24 o

[ ] l [ Cancel ] [ Apply

A program exception is defined as such:
<path to the program>:<Scope>:.<Status>:<Name>

Scope can be defined as * for all source, or a list of ip
addresses including LocalSubnet, single IP addresses
(e.g. 128.250.6.90), or IP ranges
(128.250.0.0/255.255.0.0 or 128.250.0.0/16).

An example would be:
C:\WINDOWS\system32\sessmgr.exe:LocalSubnet,128.
250.6.64/26:enabled:remote control



Windows Firewall: Define port exceptions Properties

Define Port Exceptions

Setting | Explain

=0 windows Firewall: Define port exceptions

3 Mot Configured
{(#) Enabled
) Dizabled

3

Define port exceptions: [ Show...

Specify the port to open or block.
Syntan:
<Port:: < Trangporty:<Scoper:<Statuzs: <M ame>
<Puort> iz a decimal port number
<Tranzparts iz either "TCP" ar "UDP"

e

<Scoper ig either "™ [for all network.g) or
a comma-zeparated lizt that contains

arny number or combination of these:

Supported of; Ab least Microzaft \Windows <P Profeszional with SP2

Previouz Setting ] [ M et Setting ]

IP addresses, such az 10.0.0.1 b

[ k. H Cancel H Apply

An example would be:
23:TCP:*.enabled:telnet

Which would allow telnet
connections from anywhere



How do you know which exceptions
are needed?

* By notification when a listening

programme is installed
— Not for services!

* Recognising required ports from dropped
packet records in the logs



Troubleshooting

e netsh firewall show state verbose=enable



